Ob YTBEPXOEHW KOHLENUAUA
WHDOPMALIMOHHOWU BE3OMNACHOCTH
OBPA3O0BATEJIbHbIX YYPEXOEHUN
KPACHOOAPCKOI'O KPAA

OENAPTAMEHT OBPA3SOBAHNA N HAYKN KPACHOOAPCKOIO
KPAA
MPUKA3
oT 24 anpens 2012 roga N 3325
OB YTBEP>XOEHWMW KOHLIEMUM MH®OPMALMOHHOW
BE30OMACHOCTU OBPA3OBATEJIbHbIX YYPEXOEHN
KPACHOOAPCKOIO KPAA

B cooTtBeTcTBMM ¢ PepepanbHbiM 3akoHom oT 27.07.2006 N 152-93 "O 3aiwimTe nepcoHanbHbIX
OaHHbIX", C Lenblo NPUHATUS Mep No 3awuTe cBeaeHuit, obpabaTbiBaeMbiX C MCNONb30BaAHNEM
cpeacTs aBToMaTmMsaumm, Tak n 6e3 ncnonb3oBaHNA TakMx cpeacTs B obpasoBaTefibHbIX
yupexaeHmax KpacHogapcKoro kpasi nprkasbiBato:

1. YTBepanTb KoHuenumnio nHgpopmaumoHHon 6e3onacHocT obpasoBaTenbHbIX yHUpexaeHun
KpacHogapckoro kpasi (MpunoxexHne N 1).

2. Otaeny nHgopmaumnmoHHo-TexHndeckoro obcnyxnsanus 'Y KK LieHTp ykpenneHus
MaTepuanbHO-TeXHU4Yeckon 6a3bl obpasoBaHus ([MonsgkoB) opraHnM3oBaTh NpoBeaeHne
coBelllaHus-ceMuHapa ¢ npeacraBuTensaMm MyHUUUnansHbIX OpraHoB yrnpasneHns obpa3oBaHus,
rocyaapCTBEHHbIX U MyHULMMNanNbHbLIX 06pa3oBaTenbHbIX yupexaeHnin KpacHogapckoro kpas no
MHpopMaLMoHHON 6e30nacHOCTMK.

3. FocyaapCTBEHHBIM U MyHMLMMNaNbHbIM 06pa3oBaTenbHbIM yupexaeHnsiMm KpacHogapckoro kpas
NPUHATL Mepbl No obecneyeHnto Tpebyemoro ypoBHS MHOPMaLMOHHON 6e30nacHOCTU.

4. PykoBoaUTENAM MyHULMMNAnNbHbIX OPraHoB ynpaBneHus obpasoBaHvem KpacHogapckoro kpas
Ha3Ha4YMUTb OTBETCTBEHHbIX 32 MHOPMaLMOHHY 6e30nacHOCTL 0bpasoBaTeNbHbIX YUpEXAEeHNN
MyHULMNanbLHOro obpasoBaHms.

5. KoHTponb 3a UCNONHEHMEM HaCTOSLLEro Npukasa BO3NOXUTb Ha 3aMeCcTUTENS pyKoBOAMTENNS
AenaptameHTa H.E. bBanpayHoro.
PykoBoautens genaptameHTa
T.MN.XJIONOBA
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Mpunoxenme N 1. KOHLEMLWA MHOOPMALIMOHHON
BEE30MACHOCTU OBPA30BATEbHbIX YUPEXOEHWM
KPACHOIAPCKOIO KPAS

MpunoxeHue N 1

K npukasy

AenapTaMmeHTa 06pa3oBaHus U HayKu
KpacHopapckoro kpas

YTBEpxaato:

PykoBogutens AenapTameHTa
obpa3oBaHus 1 HayKK
KpacHopapckoro kpas
T.M.XNOMOBA

KOHUEMNUWA I/IHCDOPMALI,I/IOHHO?l BE3OINACHOCTN
OBPA3OBATEJIbHbIX YYPEXOEHNN KPACHOOAPCKOIO
KPAA

1. O6wme nonoxeHunsd

KoHuenumsa nHgpopmaumoHHon 6esonacHocT obpasoBaTenbHbIX yupexaeHuin KpacHogapckoro
Kpas (nanee - KoHuenuus) paspaboTtaHa Ha ocHoBe PeaepalnbHblix 3akoHOB "O nepcoHanbHbIX
daHHbix", "O6 obpaszoBaHun”, "O6 nHopMaLmn, MHPOPMAaLIMOHHBIX TEXHOMOIMSAX U O 3alnuTe
nHdopmaLmm" ¢ y4eTOM pekoMeHAaLUmn No NpoBeaeHno paboT B NoABE4OMCTBEHHbIX
PocobpasoBaHutio yupexgeHusax no obecnevyeHmnto 3almTbl MHPOPMALIMOHHbBIX CUCTEM

nepcoHalibHbIX OaHHbIX.

Mo nHdopmaunoHHor 6e3onacHOCTbIO ydpexaeHun obpasoBaHus KpacHogapckoro kpas
NMOHMMAaETCHA COCTOSIHNE 3aLLMLLEHHOCTIN NepcoHanbHbIX AaHHbLIX M MHOW MHGOPMaLMK
OrpaHNYEeHHOro AOCTYMa OT BHYTPEHHNX U BHELLHUX Yrpo3.

KoHuenuus onpenensieT OCHOBHbIE HaNpaBrneHUs OesaTeNbHOCTU AenapTaMeHTa o6pa3oBaHms
Haykn KpacHogapckoro kpas (ganee - [lenapTaMeHT) 1 ydpexxaeHuii obpasoBaHus
KpacHogapckoro kpas (ganee - YO) no ycTpaHeHu o NoTeHUManbHbIX yrpo3 B MHOpMaLMOHHON
cdepe, COOEPXNUT Lenu, 3a4a4yun U NpUHUUNBLI JOCTUXKEHUS TpebyeMoro ypoBHS MHGOPMAaLMOHHOW
BGesonacHocTu, onpegenseT Buabl yrpo3 6e3onacHOCTU MHOpMaLn U MHAOPMaLNOHHbIE
pecypcebl, nognexaiue 3awure.

KoHuenuma cny>xut oOCHOBOW Ans:

(bOpMVIpOBaHVIFI OpFaHVI3aLI,VIOHHOl7I OCHOBbI CUCTEMbI 3aLlLUUTbI VIH(bOpMaLI,VIVI;

NPUHATUNA ynpaBlieHYeCKNX peLlJeHVIVI n pa3p360TKVI NnpakTn4eckKnx Mep no peann3aumn nonnTuKn
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NHGOpMaLMOHHOM 6e30MacHOCTM, BoIpaboTKM KOMMNIIEKCa COrnmacoBaHHbIX Mep, HarnpaBrneHHbIX Ha
BbISIBNIEHNE, OTPaXeHne 1 NMKBUAALMI0 NocneacTBUIA peanuaauumn pasnmyHbiX BUAO0B Yyrpo3
6e3onacHoOCTU UHopMaLnu;

(bOpMVIpOBaHVIFI KpaeBOPI OTpaCﬂeBOPI CUCTEeMbl HOPMATUBHbIX OKYMEHTOB MO 3allnTe
nepcoHalibHbIX OaHHbIX;

dopMMpOBaHNA 1 peanu3aumsa eguHon TEXHNYECKOM NONNTUKM B obractn obecneveHns
NHOPMaLMOHHON 6e30NacHOCTH;

KoopaAunHauun aoeAaTeribHOCTU ,D,enapTameHTa n YO no obecneyeHunto 6esonacHocTu nepcoHalribHbIX
OaHHbIX U VIH(bOpMaLI,VIVI OorpaHnM4eHHOro Aocrtyna B pacnpenerieHHbIX MH(bOpMaLWIOHHbIX
cucremMax.

Meponpuatus no obecneyeHnto MHPOPMaLMOHHON 6e30NacHOCTU SABNSAOTCA COCTaBHOW YacTblo
aestenbHocTn OenaptameHta n YO 1 JOMKHbI OCYLLECTBIATLCA Ha NOCTOSIHHOW OCHOBE BO
B3aMMOCBS3U C APYrMMU Mepamiu no obecrneyeHunto YCTaHOBIIEHHOMO pexnma yHKLUOHMPOBaHUSA
NMHPOPMALIMOHHBIX CUCTEM.

MonoxeHnsa KoHuenummn AomkHbl yunuTbiBatbes YO npu paspaboTke BHYTPEHHUX JOKYMEHTOB B
obnactn obecneyeHus MHpopMaLMOHHON 6e30MacHOCTM NepCoHanbHbIX AaHHbIX U 3aLLMThI

MHopMaLMK orpaHMYeHHOro 4ocTyna.
1.1. Ponb 1 mecto nHpopmaloHHon 6e30nacHOCTU NepcoHanbHbIX AaHHbIX B CUCTEME
obpasoBaHusa KpacHogapckoro kpasi

Linpokoe BHeapeHMe MHDOPMALIMOHHbBIX TEXHONOrMIM B chepy o6pasoBaHMsi NOBNEKNO 3a cobow
ycurieHne ponun aBToMaTu3MpoBaHHbIX CUCTEM B NoBceaHeBHoW pabote YO u cuctemsl
obpasoBaHna KpacHogapcKoro Kpasi B LEENIOM.

[MoBceMecTHOe co3aaHue 6a3 AaHHbIX ydallmxcs 1 npenogaBaTenei, HanonHeHne 6a3 gaHHbIX
MHopMaumern ob ycneBaemMocTH, KOHLEHTPAaLMSA YkasaHHbIX 6a3 Ha MyHMLMNANbHOM U
pernoHanbHOM YPOBHE OTKPbINIM NOTeHUManbHble BO3MOXHOCTM ANS HapyLLIMTENs no Kpaxe,
MoandunKaLMm UM YHUYTOXEHUIO MHAOPMaLMKN OrPaHUYE€HHOro AOCTYNa B 3HAYMTENbHbIX
obbemax.

YXe Ha AaHHOM 3Tane nHdopmaTusaumm cuctembl 06pasoBaHust KpacHogapckoro kpas
aectabunumsaums nHpopmaumoHHbix cuctem denaptameHta n YO MOXeT NPUBECTU K HapyLUEHUIO
N Jaxke oCTaHOBKe 0bOpa3oBaTernbHOro npotecca.

HeobxoamMmocTb ycuneHns ponu nHopmMaumoHHon 6esonacHocTi B o6pasoBaTesibHOM MnpoLiecce
Takke noavepknBaeTcs npolenypon nposeaeHnss EQnHoro rocynapcTBEHHOro ak3aMeHa,

3 HEKTUBHOCTb KOTOPOrO HANpPsIMyto 3aBUCUT OT oGecneyeHnss MHOPMaLMOHHOK 6e3onacHoCTH
KOHTPOIbHbIX N3MEPUTENbHLIX MaTepuanos 4O U BO BPEMSI NPOBEAEHUS 9K3aMeHa.

OaHMM 13 NprMopuTETOB pa3BuTUs nHGopMaLmMoHHON cdepbl Poccuiickon deaepaumm senseTcs



3awmTa npae 1 MHTepecoB aeten B ceTu NHTepHeT. 3agadven denaptameHta n YO aBnsieTca He
Tonbko obecneyeHne 6e30nacHOro 4oCTyna HECOBEPLUEHHONETHMX K pecypcam BCEMUPHOW CETU B
xoge obpasoBaTenbHOro npouecca, Ho 1 0byyeHne nogpacTaroLLEero NoOKoNeHnsa npasunam
©es3onacHon paboTbl 1 6e3onacHoro obueHnsa B cetn NHTepHeT.

Mpy npoBeaeHn rocynapCTBEHHOIO KOHTPOIiS 3a 06paboTKoM NepcoHarnbHbIX OaHHbIX
OTBEeTCTBEHHbIMU doeepanbHbiMy cnyxbamm (k Takum oTHocAaT PockomHansop, PCTOK n ¢CB)
MOTYT ObITb BbISIBMIEHbI HECOOTBETCTBMS NpoLeccoB 06paboTkn 1 3aLLmTbl NepCoHanbHbIX AaHHbIX
B YO, 4TO MOXET noeneyb 3a CO60MN agMUHUCTPATUBHY OTBETCTBEHHOCTb BMNOTh A0
npuocTaHoBku aedatensHoctn YO.

O6006LMB BCe BblLlLeCkazaHHOE, MOXHO cka3aTb 006 ycuneHun pornu MHopMaLMOHHON

6esonacHocTu B pabote YO 1 HeobXxoaMMOCTM afieKBaTHOro yBENMYEHUS BHUMAaHUS K 3TOMY

BOMPOCY CO CTOPOHbI pyKOBOACTBa U coTpyaHukos YO.
1.2. O6bEeKTbI 3aLUTHI

O6bektamn 3awmTbl B YO ABRAOTCA NepcoHarnbHblie AaHHble N Has MHopMaums
OorpaHM4YeHHOro AocTtyna, MatepmanbHble HOCUTENN U cpedcTBa 06paboTkM NepcoHanbHbIX
OaHHbIX M MHOW MHOPMaLMK OrpaHNYEeHHOro 4OCTyna, a TakkKe Nofib3oBaTeny MHPOPMaLMOHHBIX
cuUcTeEM 1 obCry>XMBaOLWUN NepcoHarn.

K nHdopmauumn orpaHM4eHHOro 4octyna OTHOCAT:

nobyo MHOPMaLMIO, OTHOCALLYHCS NPSMO MM KOCBEHHO K onpeneneHHoMyY Ui
onpegensieMmomy cmanyeckomy nuuy (CybbekTy nepcoHanbHbIX AaHHbIX) (ganee - nepcoHanbHbIe
OaHHble);

KOHTPOSbHbIE N3MEpUTENbHbIE MaTepuanbl EQMHOro rocyaapcTBeHHOro ak3aMeHa;

KOHTPOJ1bHbIE N3MEPUTESIbHbIE MaTepuaribl 3K3aMeHOB YO;

cBefeHuna o Hay‘JHOVI n Hay‘JHO-TeXHquCKOVI OeATENIbHOCTU yHallnXcd 1 rlpenop,aBaTenePl no
O(bVILI,VIGJ'IbHOVI I'Iy6J'IVIKaLI,VIVI MX B OTKPbITbIX NCTOYHUKAX;

NHYO MHOopMaLMIo, OCTYN K KOTOPOW orpaHMynMBaeTcs no peLueHnto pykoogctea YO.
O6bekTamn 3aWwmnTbl ABNAIOTCS NEPCOHanbHbIE AaHHbIE CITEAYHLLMX KaTeropuin cyobEeKToB:
yyawmecsa YO 1 nx poacTBEHHUKY;

cotTpyaHukn denaptameHta n YO, a Takke YneHbl UX CeEMEN.

Beugy TOro, 4to NnepcoHarnbHble AaHHble 06pabaTbiBaOTCS M HakanMBakTCs ¢ noMoLLblo OBM,

OCHOBHbIM 06BEKTOM 3aLUUThI ABAAKTCA UH(OPMALNOHHBIE CUCTEMBI MEPCOHANbHbIX JaHHbIX
(banee - ICMAOH), B coOCcTaB KOTOPbIX BXOAAT aBTOMaTU3NpOBaHHble paboyne mecTta (oanee -



APM) nonb3oBaTenen cuctembl, cepeepa, KOMMyTaunoHHoe obopyagoBaHme, 6a3bl 4aHHbIX,
CUCTEMbI XpaHeHUs nHdopmauum, CUCTEMHOE U NpUKNagHoe nporpammHoe obecneyeHune m
apyrve cpencrea BblYMCNUTENbHOM TEXHUKN.

B cooTtBetctBUM c 4. 1 cT. 1 152-d3 "O nepcoHanbHbIX AaHHbIX" NepcoHanbHbIe AaHHbIe,
obpabaTbiBaeMble 6e3 UCMONb30BaHWs CPeACTB aBToMaTm3auum, SBnaTca 06bekToM 3aLnThl,
ecrnv xapaktep paboTbl C HUMU NO3BOMSET OCYLLECTBNSATL B COOTBETCTBUM C 3a4aHHbIM
anropuTMOM NOUCK NepCcoHarnbHbIX AaHHbIX (fanee - KapTOTEeKU NepcoHanbHbIX AaHHbIX).

2. OcHoBHble Uenu 1 3agadun obecnevyeHnsa NHPoOpPMaUNOHHOM
6e3onacHOCTM NepcoHarnbHbIX AaHHbIX

2.1. Uenn obecneyeHnsa nHpopmaymoHHon 6e30nacHOCTU NepcoHanbHbIX AaHHbIX

OCHOBHbIMU LiENSIMU AEATENBHOCTM MO obecneyeHno MHDOoPMaLNOHHON 6e30nacHoOCTy
nepcoHarnbHbIX AaHHbIX ABMAKTCS:

3awmTa npas rpaxaaH B cpepe o6pasoBaHnst 1 obecrnedeHne CBs3aHHbIX C 3TUMK NpaBaMm
rocyapCTBEHHbIX rapaHTUuii;

3alinTa nepcoHalnbHbIX aHHbIX yYallNXCcA U COTPYOHUKOB YO;

NnoBbllLIEeHNE Sd)d)eKTVIBHOCTVI MCNoJib30BaHUA COBPEMEHHbIX VIHd)OpMaLI,VIOHHbIX TEXHOSOrnm -

VIH(bOpMaLI,VIOHHbIX CUCTEeM nepcoHarbHbIX OaHHbIX - B XO04€e o6pasoBaTeanoro npouecca.
2.2. 3agaun obecneyeHuss MHpopMaLnMoHHOM 6e30MacHOCTN NePCOHaNbHbIX AaHHbIX

3apayamu gesTenbHoCcTM No obecneveHnto MHPOPMaLMOHHON 6e30NMacHOCTM NEePCOHarnbHbIX
[aHHbIX SBNSIOTCA:

co3faHue eanHon cncTemMbl MHopmaLMoHHOM 6e3onacHOCTH, BKNoYaoLwen B ceba obwmi
noaxod K NOCTPOEHMIO cUcTeM MHopmaLMoHHOM 6e3onacHocTn oTaenbHbix YO n [lenaptameHTa
0obpa3oBaHus 1 HayKu;

KoopAuHaLMA NeATenbHOCTM No obecnevyeHunio MHopMaLMoHHo 6e3onacHocTu [JenaptameHTa u
YO;

nopaepxaHve cucteMbl obecrnedeHns MHPOPMaLMOHHOM 6e30NacHOCTN B COCTOSIHUM,
YCTOM4YMBOM K CYLLLECTBYIOLLUM U BHOBb BbISIBISEMbIM Yrpo3aM B MHPOPMaLIMOHHOW cdepe;

pa3paboTka u BHeapeHWEe B UHDOPMaLMNOHHYI0 UHpacTpykTypy denaptameHTta n YO
COBpPEMEHHbIX METOAO0B M cpeacTB obecrneyeHns nHdpopmMaumoHHonm 6e3onacHoCTy;

opraHn3auuna KOHTpPOJ1d COCTOAHUA U OLLEHKU Sd)d)eKTVIBHOCTVI CUCTEMDbI VIH(bOpMGU,VIOHHOVI
©esonacHocTn 1 peann3aunda Mmep no ee coBepLueHCTBOBaAHUIO,



3.1. Bugpl

NoBbILLEHNE OCBEAOMIIEHHOCTM NONb30oBaTeNnen VIH(bOpMaLI,VIOHHbIX CncTeM nepcoHalribHbIX
OaHHbIX B BOMNpocax obecneyeHns VIHd)OpMaLI,VIOHHOVI GesonacHocTK nepcoHalribHbIX OaHHbIX;

npeaynpexneHne, BoisiBIeHNE 1 paccriefoBaHne NHUNMOEHTOB B 06nacT MHopMaLuoHHON
©e3onacHoCTH.

3. Yrpo3bl MHhopMauMoHHON 6e30MacHOCTM NEPCOHAarbHbIX AaHHbIX

Mopn yrpo3amu MHMOPMaLUMOHHON 6e30NacHOCTY NOHMMAETCS COBOKYNMHOCTb YCINOBUIA U (haKTopOB,
CO34alLLUMX NOTEHUMANbHYO UMK peanbHO CYLLECTBYIOLLYI OMAaCHOCTb, CBSA3aHHYHO C YTEYKON
NHOPMaLMK NyTEM HECAHKLIMOHMPOBAHHbLIX U/UNWN HeNpeaHaMepeHHbIX BO3OENCTBUI Ha Hee.

B cootBeTcTBUM C N. 8 NMopsagka npoBeaeHns krnaccudmkaumm MHPopMaLMOHHbIX CUCTEM
nepcoHanbHbIX AaHHbIX <1>, yrpo3bl MHGOpMaLMOHHOW 6e3onacHocTn B YO no ux
YHKLMOHANbHON HanpaBfeHHOCTN NoApPa3AenanTCca Ha:

<1> YTtBepxaeH lMpukaszom PCTIK Poccuun, PCE Poccuum, MuHuHdopmessasn Poccum ot 13
despansg 2008 roga N 55/86/20

Yrpo3bl KOHPUAEHLMANBHOCTU NepCoHanbHbIX AaHHbIX, Bbipa)XatoLLMecs B opraHu3auum
nepexesara, XULLEeHUs (OTKPbITOro, TaNHOMo) NepCcoHarnbHbIX JaHHbIX UM cpeacTB 06paboTku.
Takxe AaHHbIe Yyrpo3bl MOryT ObITb COMPSXEHbI C YTPaTON (HEeYMbILMEHHON NoTepen)
nepcoHanbHbIX AaHHbIX, MM60 cpeacTs obpaboTku;

Yrpo3bl LeNIOCTHOCTM NepCcoHarnbHbIX AaHHbIX, BblpaXatolwmnecs B opraHMsaumm
HEeCaHKLMOHMPOBAHHOIO YHUYTOXEHUS, UCKaXKeHNs MHopMaummn. Takke AaHHble yrpo3bl
CONPSKeHbl C HApYLLUEHNEM YCTaHOBMEHHbIX PEXMMOB paboTbl annapaTHO-NporpaMMHbIX CpeacTB
006paboTkn NepcoHanbHbIX AaHHbIX;

Yyrpo3bl A4OCTYNMHOCTU VIH(bOpMaLI,VIVI, BblpaxKakolmecd B opraHnsaumm 6J'IOKVIpOBaHVIFI OoCTyna K

nepcoHalibHbIM AaHHbIM UMK cpeacTBam O6p360TKVI.
yrpo3 nHopMaLunoHHoM 6e30nacHOCTN NePCOHarbHbIX AaHHbIX

Yrpo3sbl MHdopMaLMoHHon 6e3onacHocTn YO no nx npegMeTHON HanpaBrieHHOCTU
noapasaenstoTcs Ha:

yrpo3bl HPOPMALMOHHLIM CUCTEMaM MEePCOHanbHbIX OAaHHbIX;
yrpo3bl MHopMaLMoHHOM nHdpacTpykType denaptameHTta n YO,

yrpo3bl Npasam rpaxnaaH B ccpepe obpasoBaHus (B TOM YUCHe NpaBam 1 MHTepecam

HeCcoBepLUEHHOMNETHMX).
3.1.1. Yrpo3bl MHpopMaLMOHHbIM CUCTEMAM MEPCOHArbHbLIX AaHHbIX

ero3b| VIH(*)OpMGLI,VIOHHbIM cucrtemMmam npoABNATCA B BUOE!
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ocyLwiecTBeHnda HeCaHKUMOHNPOBAHHOIO AoCTyna K WCIOH ¢ uenbto nx npoTmBorpaBHOro
MCNOJ1Ib30BaHUA,

XULLLEHNS NepcoHanbHbIX AaHHbIX 13 6a3 gaHHbix WCTOH;

NPOTUBO3aKOHHOro cbopa, HaKoMNEHUs U UCNOMb30BaHUA NEPCOHanbHbIX OaHHbIX;
nepexesaTta NepcoHarbHbIX AaHHbIX TEXHNYECKMMU CPenCTBaMU;

BHEOPEHUS 3NEKTPOHHbIX YCTPOUCTB cbeMa nHdopmauum B TexHmndeckmne cpeactaea NCIOH,
CUCTEMbI CBA3M U Nepefayn AaHHbIX, a TakKe Cry>KebHble NOMeLLEHNSA N KabUHETbI

pykoBoAUTENEN;

YHUYTOXEHUA, NOBPEXOEHNA, HAPYLUEHNA UITN XULLEHNA 3NMEKTPOHHbIX (MaLUVIHHbIX) n apyrmx
HocuTenemn nepcoHalribHbIX OaHHbIX;

HaBsA3blIBaHUSA NOXHON MHOPMaLMK B CETSX Nepefayn AaHHbIX U NMHNUSX cBA3W [enapTameHTa u
YO;

HapyLweHnd YCTaHOBJ1€HHbIX OrpaHquHMVI Ha pacnpocTtpaHeHne n oCTyn K nepcoHalribHbIM

OaHHbIM.
3.1.2. Yrpo3bl MH(OPMaLIMOHHOWN NHPPACTPYKTYype

Yrpo3bl MIHOPMaLMOHHOW MHPPaCTPYKType NPosSIBSOTCA B BUAE:

HapyLweHnda TexHonornm 06p360TKV| nepcoHalribHbIX OaHHbIX;

HapyLweHnda agpeCHOCTU N1 CBOEBPEMEHHOCTU MHd)OpMaLJ,VIOHHOFO obmeHa;

BHEOpPEHUA B TEXHUYECKME N NporpamMmMHblie cCpeacTBa cneunarnbHbIX KOMMNOHEHTOB, HE
npenycMoTpeHHbIX (byHKLI,VIOHaJ'IbeIM Ha3Ha4YeHnemM n ﬂOKyMeHTaLLMeVI Ha 3TN n3gesund,

BHEOPEHMS N pacrnpoCTpaHeHNs NporpaMm, HapyLlarLmMx HopMarbHOe YHKLIMOHUPOBaHME
WCIMOH, cucteM cBSA3M 1 Nepeaadv AaHHbIX, B TOM YMCIEe CUCTEM 3allUThbl NepPCOoHarnbHbIX
JaHHbIX;

YHUYTOXEHNS, NOBPEXAEHNS, BITOKMPOBAHUS, paano3NeKkTPOHHOro No4aBAEeHNsA U paspyLleHns
TexHunveckux cpencts MCIMLOH, cuctem cBs3M 1 nepegayn gaHHbIX;

XULLLEHUS NPOrpaMMHbIX UMW annapaTtHbIX KIoYen, cpeacTs Kpuntorpadmnyeckomn 3aLnThbl
NMHpopMaLmu;

BO34ENCTBMS Ha MapOSIbHO-KMOYEBbLIE CUCTEMbI 3aLLMTbI MEPCOHANbHbLIX AAHHbIX.
3.1.3. Yrposbl npaBam rpaxagaH B cdhepe obpasoBaHus



[aHHble Yrpo3bl NPOABIIAKOTCA B BUOE!

HeCaHKLMOHMPOBAHHOro A0CTYyNa NOCTOPOHHUX NUL, K NepPCOHarnbHbIM AaHHbIM C Lenbio
NPOTMBOMNPABHOIO UCNOSIb30BaHUA (HanpumMep, N3MEHEHUs pe3ynbTaToB KOHTPOMbHbIX
MeponpusaTUi);

nony4vyeHunsa cBedeHun o KOHTPOJ1bHbIX NU3MEPUTENIbHbIX MaTepuanax,

HaBA3bIBaHNA nogpacTtaremMy NoKONeHUK JTOXKHbIX obLieyenoBeyYeckmx LEHHOCTEN,

HPaBCTBEHHOIO pa3sioXXeHUA, pa3aXXmnraHna Me)KHaLI,VIOHaJ'IbHOVI pPO3HN N T.4.
3.2. ACTOYHMKM Yyrpo3 MHGOPMaLMOHHOM 6e30NacHOCTM NepCoHanbHbIX AaHHbIX

McToYHMKN yrpos VIH(bOpMGLI,VIOHHOVI 6es3onacHocTn nepcoHalribHbIX AaHHbIX NoApa3aenArnTCA Ha
BHELWWHNE N BHYTPEHHUE.

K YnCny BHEWHNX NCTOYHUKOB YrpO3 OTHOCATCA:
0eATeNnbHOCTb NOMUTUYECKNX, IKOHOMUYECKMX, 0OLLLECTBEHHbIX CTPYKTYP 1 OoTAEeJ1bHbIX Ny,
HanpaelieHHadA Ha NpoOTUBO3akKOHHOE nobbiBaHne nepcoHalribHbIX AaHHbIX, HapyLweHne NpuHUnnoB

rocyp,apCTBeHHoﬁ nonuTMKM B obnactu 06pa3OBaHVIFI;

NHOPMALMOHHbIV TEPPOPU3M C Lienbio AecTabunmsaumm cucteMbl obpasoBaHuns KpacHogapckoro
Kpasi;

CTUXUIHbIE BeaCcTBUA 1 KaTacTpodbl.

K BHYTPEHHMM MCTOYHMKAM Yrpo3 MHpOpMaLMOHHON 6e30NacHOCTM OTHOCATCS:
HenpegHaMepeHHble BO3OENCTBUS Ha NOPSAA0K paboThl CPeaCcTB BblYNCINTENbHON TEXHUKN
WCIOH, BbI3BaHHbIE HU3KOW KBanMdukaumen, HEBHUMATENbHOCTbIO UIN
HeaNCUUNITIMHMPOBAHHOCTBLIO cOTpyaHMKOB YO;

HeCaHKLMOHMPOBaHHbIE AENCTBUS COTPYAHUKOB, HanpaBneHHble Ha NonyvYeHne nepcoHanbHbIX
OaHHbIX, UIBMEHEHME pe3yrbTaTOB 93K3aMEHOB, NOSTyYeHNE KOHTPOSTbHbIX M3MEePUTENbHbIX

mMaTepuanoBs 1 T.4. NPOTUB NpaBuIl AOCTyna VIH(bOpMaLI,VIOHHbIX cuctem YO;

aencrteme nnun 6esgencteme CoOTpYAHNKOB, MOBMNeEKLEee 3a cOO0M HeCaHKLUMOHNPOBAHHbLIM AOCTYN K
nepcoHanbHbIM JaHHbIM, HApYLLEHNE NpaB U MHTEPECOB HECOBEPLLUEHHOMNETHNX U T.4.;

npoTmnBONpaBHbIE OencTBus COTPYAHUKOB CTOPOHHUX OpFaHMSQLLMPI, ocyLiecTBnAWKMX NMOCTABKY,
YCTaHOBKY U CepBUCHOE O6CJ'Iy)KVIBaHVIe cpencTs BbIYMCNUTENBHON TEeXHUKN YO, nporpamMmmHoOro

obecneveHns, obopygoBaHNA CBA3N U T.4.;

npoTuBoOMnpaBHbIE OencTBus COTPYAHUKOB CTOPOHHUX opraHM3au,vu7| Unu noceTuTenen,



Haxo4sALWmMXCa BHYTPU nepumeTpa MHPOpPMaLMOHHON MHApacTpyKkTypbl YO, Nonb3yoLLmxcs
noKarnbHbIMU MHpOPMaLUMOHHBIMK pecypcamu YO 1 (Mnn) umetoLmx 4OCTyn K cpeacTBam
BblYUCIINTENbHOM TeXHUKN YO;

HEeCOBEPLUEHCTBO cUcTeMbl obecneyveHmnst nHpopmaumoHHon 6esonacHocTn YO, oTcyTCcTBUE
YeTKOro MexaHun3ama pasrpaHMyYeHnst MOTHOMOMYNIA Nonb3oBaTenen n 4ocTyna K nepcoHarnbHbIM
AaHHbIM Y MHOW MHdOPMaLUKN OrpaHUYEeHHOro AOCTYNa;

NCMonb30BaHNE MMMNOPTHbIX TEXHNYECKUX CPEACTB U NPOrPpaMMHbIX MPOAYKTOB, OTCYTCTBME
pernamMmeHTUPOBaHHON NOMUTUKM MO YHUMUKALMM U CTaHAapTU3auum annapaTtHo-NnporpamMmmMHbIX
cpeacTs, BHeapsembix B YO;

HegocTaToYHas koopanHauus aesTtensHocTn denaptameHTta n YO no obecrnedyeHuto
NHGOPMALIMOHHOW 6e30MacHOCTM NepPCoHarnbHbIX AaHHbIX;

OTKa3bl TEXHUYECKNX CPEACTB 1 cOoMn NporpamMmmHoro obecneveHmst B MUHOpMaLMOHHBIX CUCTeMax
YO, cuctemax cBa3u 1 nepegayvn gaHHbIX.

4. OCHOBHble NpUHLUMMbLI 1 Mepbl N0 obecneyvyeHno NHGHOPMaLMOHHON
6e30nacHOCTM NepcoHarbHbIX AaHHbIX

4.1. OcHOBHble NpuHUKNbI 0becnedyeHns nHpopmaLMoHHOM 6e30MacHOCTU NePCOHanbHbIX AAaHHbIX

MHopmaLmoHHas nHdpacTpykTypa gormkHa obecneunBatb HagexXHoe B3aMMogencTBmne mexay
pasnuyHbiMm YO n [lenaptameHToM 06pa3oBaHUsA 1 Haykm B Xo4e NoBCEe4HEBHOM
obpasoBaTenbHOM OEeATENBHOCTU, @ TakKe CaHKLMOHMPOBaHHOE B3aMMOLENCTBNE C BHELLHMMU
aboHeHTamu: doegepanbHbIMU OpraHamMmn UCMOMMHUTENBbHOW BRacTu, OpraHamu rocygapCcTBEHHOM
Bnactu cybbekToB Poccuiickon degepalnmm, opraHamm MECTHOro caMmoynpaBfeHus,
OPUANYECKMMU NTLLAMU PasNNYHbIX OpraHn3aunoHHO-NPaBoOBbLIX POpPM.

Cuctema obecneveHnsa MHpopmMaLMOHHON 6e30MacHOCTM A0SKHA CTPOUTLCS Ha CreayoLwmx
OCHOBHBbIX MPUHLMMNAX:

COOTBETCTBMUS pearnm3yemMbiX B HEM OpraHN3aumoHHO-TEXHUYECKUX peLleHnin TpeboBaHmsaM
3akoHopaTtenscTBa Poccuiickon ®enepaunn, HopMaTUBHLIM AOKYMeHTaM defeparnbHbIX OpraHoB
NCNONHUTENBHON BNacTu, YNONMHOMOYEHHbIX Ha OCYLLECTBEHME AeATeNbHOCTH B cdepe 3alunThl
MHopMaumun, a Takxke pekomeHaaumam PocobpasoBaHus;

eOMHCTBa PYKOBOACTBA B BOMpoOcax onpeaeneHus u peannsaumm obLuen ctpaTterum
NpoTMBOAENCTBUSA NMHPOPMALIMOHHBLIM Yrpo3aM, Hay4YHO-TEXHUYECKOM NONUTUKA U MEeTOONYECKOro
obecneveHnsa nHdopmaumoHHon 6e3onacHoCTy;

HenpepbIBHOCTU (PYHKLNOHUPOBAHUS;

OLEHKHN Sd)d)eKTVIBHOCTVI M OOCTATOYHOCTUN NPUHUMaeMbIX Mep 3allTbl U KOPPEKTUPOBKU NX



COCTaBa 1 cogepxaHud;

CNOCOBHOCTM K MacLUTabupyemMocTv 1 MoAepHU3aLny Npu NOsSIBITIEHUN HOBbLIX Yrp0o3 N 06BbEKTOB
3aWmTbl MHOpPMaLMK;

MUHUMK3aUUNM 3aTpaT Ha ee co3aHne n nogaep>XaHme B akTyalibHOM COCTOAHUN;

CcOoOTBeTCTBUS TpeboBaHui No obecrneyeHno MHpopmaLmoHHon 6e3onacHoOCTU, NpeabABAsSeMbIX K
cosgaBaeMbIM (MOAEPHU3NPYEMBIM) MHPOPMALMOHHBIM CUCTEMAM, CUCTEMAM CBSA3U U Nepeaayu
OaHHbIX, pearibHbIM yrpo3am;

npnmMmeHeHna npowealinx B yCtTaHOBITIEHHOM nopAagke npouenypy oueHkn CooTBeTCTBUA CpencTB

3aLWnTbl MHOpMaLUN.
4.2. Mepbl obecneyeHms MHopMauoHHOM 6e30NacHOCTU NepCcoHaribHbIX AaHHbIX

Mepbl obecnedeHnsi MHPOPMaLMOHHOM 6e30MacHOCTU AOIMKHbI HOCUTb YNpeXaatoLLmnii XxapakTep U1
ObITb HanpaBneHbl Ha NPeaoTBpaLleHNe NHUMOEHTOB, peanuayowmx yrpo3bl MHGOPMaLMOHHOM
©e3onacHoCTH.

B uensx HeVITpaJ’IVI3aLI,VIVI yrpos VIH(*)OpMGLI,VIOHHOVI ©esonacHocTn NPUMEHAKTCA NpaBOBbIE,
opraHm3aunoHHblIe N OpraHn3auMOHHO-TEXHUYECKMNE MepPbl 3aLlnTbI VIH(*)OpMaU,VIVI.

npaBOBbIe Mepbl npeaycMmaTpunearoT pa3pa60TKy B YO BHYTPEHHNX HOPMATUBHbIX JOKYMEHTOB,
pernameHTnpyrLmnMxX BONPOCHI 3aLinTbl NepCOHalrbHbIX AAaHHbIX U NHOWN VIH(bOpMaLl,MM
OorpaHMn4YeHHOro aocrtyna.

C uenbto cozgaHmsa He0OXOAMMOro NPaBoBOro Nons MYHKLUMOHUPOBAHNUS] CUCTEMBI
NMHopMaLmoHHOM 6e3onacHoCcTM coTpyaHnkM YO JatoT nMcbMeHHOe 00a3aTensCTBO O
HepasrnalwleHum NepcoHarnbHbIX AaHHbIX, KOHTPOIbHbLIX U3MEPUTENbHbLIX MaTEPUarnoB Y MHOW
MHGOPMAaLIMM OrPaHUYEHHOro A0CTyNa U cobniogeHNN NPUHLIMNOB roCy1apCTBEHHON MOMUTUKM B
obnactn obpasoBaHus, ykasaHHbIX B CT. 2 ®egepanbHoro 3akoHa N 3266-1 "O6 obpasoBaHun'.

HesbinonHeHue cotpyaHukamm YO TpeboBaHmin no MHpopmaLmoHHoW 6e30nacHoCTu
NpUpaBHNBAETCS K HEBbLINOMHEHNIO JOMKHOCTHbLIX 0693aHHOCTEN U MOXET MoBneYb 3a cobou, Kak
MUHUMYM, OUCLUMIAVHAPHY OTBETCTBEHHOCTb.

OpFaHVI3aLI,VIOHHbIe Mepbl npeaycMaTpuBaloT:

Ha3Ha4YyeHne OTBETCTBEHHbIX 3a opraHn3aunto O6p360TKVI nepcoHalibHbIX AaHHbIX U NHOWN
VIH(bOpMaLI,VIVI OorpaHn4eHHOro Aocrtyna, 3a TexHn4eckoe OGCJ’Iy)KVIBaHVIe cpencTB 3allnTbl
VIH(bOpMaLI,VIVI N TEXHNYECKNX CpencTB VIH(bOpMaLI,VIOHHbIX cCucrtem, 3a XpaHeHne martepmnarbHbIX
HocuTenemn nepcoHalribHbIX AaHHbIX N KOHTPOJIbHbIX N3MEePUTEIbHbIX MaTepunarnos;

O3HaKoMIieHne pa6OTHVIKOB C BHYTPEHHUMU N BHELLWHNMU OOKYMEHTaAMN B obnacTtu 3awmThbl
nepcoHalribHbIX OaHHbIX U VIH(bOpMaLI,VIVI OorpaHn4eHHoOro Aocrtyna nog pocnuchb;
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NnoBbllLIeHNEe OTBETCTBEHHOCTU paGOTHVIKOB n pyKOBOD,VITeﬂeVI BCeX ypOBHeVI 3a BbllNMOJIHEHUE
YCTaHOBJ1€HHbIX Tpe6OBaHMVI no 3auunTte VIH(*)OpMGLI,VIVI;

nposefeHne KOHTpors 3a cobnogeHnem paboTHnkamm YO TpeboBaHuin no obecneyeHunto
6e3onacHOCTU NepcoHarnbHbIX AaHHbIX U MHGOPMaLUM OrpaHUYEHHOro A40oCTyna;

MOBbILLEHNE OCBEAOMIIEHHOCT HECOBEPLLEHHOMNETHMX U UX poauTenei B Bonpocax
NHGOPMALIMOHHOM 6e30MacHOCTM U NHTEPHET-YIPo3;

npuvem n obpaboTky obpalleHnin n 3anpocoB CyObLEKTOB NepCcoHarnbHbIX AaHHbIX U UX
npencraBuTenen;

yBeOMIIEH/E YMONTHOMOYEHHOr0 opraHa no 3aliMTe npaB CyObeKTOB NepCoHanbHbIX AaHHbIX
(POCKOMHA[O3OP) o Havyane o6paboTkn nepcoHarbHbIX AaHHbIX B Clydasx, NpeayCcMOTPEHHbIX

CT. 22 152-®3 "O nepcoHarnbHbIX AaHHbIX".

OpraHn3auoHHO-TEXHUYeckMe Mepbl obecneveHnst MHPOpPMaLMOHHON 6e3onacHoCTH
npeaycmMaTpuBatoT:

ycTaHoBneHue npaeun goctyna kK ICINOH B COOTBETCTBUM C JOMKHOCTHLIMU 0BS3aHHOCTAMM
cotpyaHukos YO,

pernctpaumto Bcex gencteun nonbdoBatenen VCIMOH;

oby4deHne nonb3oBaTesnien 1 nepcoHana, obcnyXmnBaroLLEro CUCTEMbI 3aLWMTbl MHOPMaLK,
npaesunam n cnocobam paboTbl ¢ noagcucTemon nHgopmaumoHHon 6esonacHoctn NCIOH;

y4yeT MallnHHbIX HocuTenen nepcoHallbHbIX OaHHbIX;

npoBegeHune atrectaumm NCIOH no TpeboBaHnam 6e3onacHoOCT MHopMaUmu;

YHUDUKaALMIO U CTaHgapTM3aumnio CpeacTs 3awmuTbl MHGopMaLumy;

ncnonb3oBaHne cepTUULNPOBaHHbIX CPEACTB 3aLnTbl MHGOpMaLmMmM (B TOM YMcne cpeacTs
LWndpoBaHus);

npoBeaeHne aHanuaa aMeKTMBHOCTM U OCTAaTOMHOCTM NPUHATLIX Mep Mo 3aluTe nHdopMaLluu,
pa3paboTKy 1 peanu3aLunio NpearioXkeHnii No COBEPLLIEHCTBOBAHMIO CUCTEM 3aLLMTbI MHOpMaLK;

BblABJI1EHNE HE3APETNCTPUPOBAHHBLIX TEXHNYECKNX yCTpOPICTB M nporpaMmmMHOro obecneyenuns, B
TOM Yucrne nMerouero npmu3Hakm KOHTpa(baKTHOCTVI;

npoTMBoAencTBue nepexsaty nHgpopmaumm B kaHanax cessn ACIMOH;

opraHmsauno 6e3onacHoro AocTyna k pecypcamM ceti VIHTEepHET U KOHTEHTHYI0 ubTpaLmio



NHTEpPHET-Tpaduka;

pe3epBupoBaHMe MHOPMaLMK U ee BOCCTaHOBMNEHUE B Cly4ae BO3HUKHOBEHUSI MHUMOEHTOB
MHOPMaLMOHHON 6e30NacHOCTH;

NCronb30BaHMe NoXapHO-OXpPaHHOW curHanusaunmn ansa dpmsnveckon 6€3onacHOCTM TEXHUYECKMX
cpeacts 1 nepcoHana NCI1OH;

obecrnevyeHne rapaHTUPOBaHHOM AOCTYNHOCTN MHopMaunoHHbIX pecypcos VICTOH ¢ noMoLLbHo:
pe3epBupoBaHMs 060pya0BaHUS U KaHanoB CBA3Y;

BGanaHcMpOoBKM Harpyskn Ha cepBepa 1 KaHanbl cBa3u JenaptameHta n YO,

obecrnevyeHns rapaHTUPOBAHHOIO ANEKTPONUTaHUS.

KOHTPOIIb C UCMONb30BaHMEM, B TOM YMCHe, MPOrpaMMHbIX Y TEXHUYECKMX CpeacTB 3a
dencteusmu nonb3osBatenen WCIOH 1 peakuuio Ha HapyLeHe YyCTaHOBMNEHHbIX NPaBui 3aLllmThbl
NMHpopMaLmK.

BaxkHoe mecTo cpean NepeyncrieHHbIX Mep 3aHMMaroT MOTUBALLMS, SKOHOMUYECKOE

CTUMyInunpoBaHmMe n ncmxonornvyeckad nogaepxka aedtesibHOCTU nepcoHarna, 3aHAToro

obecneveHnem MHGOpPMaLMOHHOM 6e3onacHOCTH.
4.3. OcobeHHoCTM obecneveHns MHopMmaLMOHHOM Be30NacHOCTM NepCoHanbHbIX AaHHbIX B cdepe
obpasoBaHus

Cneundukon pabotel WCIMOH denaptameHta n YO aBnaetcs:
BonbLlon obbem obpabaTtbiBaeMorn nHoOpMaLmu;

TeppuTopmanbHasa pacnpegeneHHocTb YO no KpacHogapckomy Kpato;
NCMNOmNMb30BaHME KaHaroB CBSI3N C HU3KOW MPOMYCKHOW CMOCOBHOCTLIO;

OTCYTCTBME KBanNMMuUMpOBaHHbIX KaapoB B obnactn obecnevyeHmst MHOOPMaLIMOHHOM
©e3onacHoCTY;

yCTapeBLINIA NapK KOMMbIOTEPHON TEXHUKN;
ocTaTouHOe hMHaAHCMpOBaHME BOMPOCOB MHApOpMaLMoHHOM 6e3onacHoCTy;
HU3KUI YPOBEHb MHOPMAaLMOHHON rPaMOTHOCTU NoNb3oBaTenen NHPOPMaLMOHHBLIX CUCTEM.

MepeuncneHHbie dakTopbl OPMUPYIOT AOMNONHUTENBbHbLIE HanpaeneHnsa paboT no obecneveHnto
NMHpopmaLMoHHON 6e30nacHOCTK:



nnaHMpoBaHWe AesTENbHOCTU nogpasaeneHnin MHopPMaLUMOHHON 6e30MacHOCTM C y4eToM
orpaHMYeHHbIX hMHAHCOBbIX U NtoAckux pecypcos YO;

nposefeHne MeponpuaTui no obyyeHnto cotpyaHmkoB YO npasunam 6e3onacHon paboTsl ¢
MHPOpMaLMOHHBIMK pecypcamm (B T.4. B ceTu IHTepHeT).

5. PaboTta ¢ nHumgeHtamun B obnactn nHopmaumoHHon 6e3onacHoCcTm
NepcoHanbHbIX AaHHbIX

WHunaeHTbl B 06nacty nHgopmalMoHHOM 6e30NacHOCTM BO3HMKAKOT NPY HapyLUEHUX NpaBus 1
TpeboBaHW MHPOPMALIMOHHON 6GEe30MacHOCTMU.

B xoae nHumMaeHTa peanmayrTcea (Mnn co3gaeTcss BO3MOXHOCTb AN peanunsauunmn) yrposbl
NMHpopMaLMoHHOM 6e30NacHOCTU, YTO, Kak NpaBumo, NpMBOAMUT K HaHeceHuto Bpega YO u (unu)
CyOBbEKTY NepCoHarnbHbIX AaHHbIX.

Pabota ¢ nHumaeHtamm B ob6nactm MHpopMaLUmoHHon 6e3onacHOCTM NoMoraeT onpeaenuTb
Hanboree akTyanbHble Yyrpo3bl 6€30nacHOCTN NepcoHarnbHbIX 4aHHbLIX U co34aeT obpaTHYH CBA3b
B cucteme obecneveHnsa MHOpMaLmMoHHON 6e30MacHOCTM, YTO CNOCOOCTBYET MOBLILLEHNIO
obLLero ypoBHs 3alnTbl UHHPOPMALMOHHBIX PECYPCOB MHAOPMALIMOHHBLIX CUCTEM NEePCOHarnbHbIX
OaHHbIX.

PaboTa c nHumgeHTamm BkovaeT B cebsa 3 HanpaBneHus:

BbIsIBIIEHNE NHUMAEHTOB B 06n1acTn MHpopMaLUMoHHON 6e3onacHoCTH;

peakumnsa Ha MHUMOEHTbl B ob6ractn nHdopmaumoHHon 6esonacHoCcTy;

npenynpexneHme UHUMAEHTOB B 06nacT MHOpMaLMOHHONM Ge30MacHOCTH.

PaboTa no BbIABNEHMIO MHUNAEHTOB B 06nact MHopMaLMOHHOM 6e30NacHOCTX BKITHOYAET B
cebsa MeponpusTus, HanpaBreHHble Ha:

BbISIBNIEHNE UHLIMOEHTOB B 061acT MHOPMAaLIMOHHON 6e30MacHOCTM C MOMOLLIbIO TEXHUYECKUX
CpencTs;

BbIsIBIIEHME NHUMAEHTOB B obnactu VIH(bOpMGLI,VIOHHOPI ©esonacHocTh B xofe MepOﬂpMﬂTMﬁ no
KOHTPOIJO 3a O6pa6OTKOVI nepcoHalibHbIX AaHHbIX U VIHd)OpMaLI,VIVI OorpaHM4YeHHOro gocTtyna,

BbIsIBIIEHNE NHUMAEHTOB C NOMOLLbIO nepcoHana denaptameHta n YO.
Peakuusa Ha nHumgeHTbl B obnactu nHgopmaumoHHon 6e3onacHOCTU BKNOYaeT B cebs:

dukcaumo nHUMaeHTa B obrnactn nHgopmMaunoHHon 6e3onacHoCTy;



onpeaerneHne rpaHnl, nHUMaeHTa 1 yulepba (B ToM Yncne NoTeHuManbsHoro) oT peanvsaiuumn yrpos
MHGOPMaLIMOHHOW 6e30MacHOCTM B X0 UHLUMAEHTA;

NUKBMAALMIO NMOCNEACTBMI UHLMAEHTA U MOMHOE NGB0 YacTUYHOE BO3MeLLeHNe yiepba;
HakaszaHne BMHOBHbIX B MHLNOEHTE MHOPMAaLMOHHON 6e30NacHOCTM!.
MpenynpexaeHne NHUMAEHTOB CTPOUTCSH Ha:

nnaHOMepHOW AeATEeNbHOCTU NO MOBLILEHNIO YPOBHSA OCO3HaHWUS MHGOPMAaLMOHHOM
BGe3onacHOCTU pyKOBOACTBOM U coTpyAHukamu denaptamenTta n YO,

nposeaeHnn MeponpuaTUii No 0by4eHnto coTpyaHnkos JenaptameHta n YO npasunam paboTbl co
cpeacteamu 3awmTbl MHpopmaumm B UCMOH;

AoBefeHnn A0 COTPYAHUKOB HOPM 3aKoHoA4aTeNbCTBa U BHYTPEHHUX AOKYMEHTOB [enapTameHTa
n YO, ycTaHaBnNuBarLLMX OTBETCTBEHHOCTb 3a HapylueHne TpeboBaHuin MHOpMaLNOHHOM

©esonacHoCTy;

pPasbACHUTENbBHON paboTe C YBONbHAKLLMMUCS COTPYOHUKaMM U COTPYOHUKAMMU,
NPYHUMaLWUMUCS Ha paboTy;

CBOEBPEMEHHON MOAEepHU3aLUmMm cuctembl obecneveHnsa nHopmaumoHHon 6esonacHoctn CTOH
C y4eTOM BO3HMKHOBEHUS HOBbIX Yrp0O3 MHGOPMaLMOHHOM 6e3onacHoCTY;

cBoeBpeMEHHOM obHoBMEHUN nporpamMmmMmHOro obecneyeHuns, B TOM yncne 6a3 CUrHaTyp

aAHTUBUPYCHbLIX CPEeOCTB.
5.1. MNMpn4mHbI MHUMAEHTOB B 06nacTn nHdopmaunoHHon 6esonacHocTum

MpuunHamn MHUMOEeHTOB B 06nacTn nHgopMaunoHHon 6e3onacHOCTU ABNAOTCS:
aencrteme BpaxaebHbix MHTepecam [enaptameHTa n YO opraHusaumi n otaenbHbIX ML

OTCYTCTBWE NepCcoHarlbHON OTBETCTBEHHOCTU 3a HeBbINONHeHne TpeboBaHun 3alnThbl
NMHpopMaLmu;

HeaocTaTo4YHanA pa60Ta C nepcoHanom no cobnogeHunto Heobxoammoro pexnma
KOH(bVI,El.eHLI,VIaJ'IbHOCTVI nepcoHalibHbIX AaHHbIX U NHOM VIHd)OpMaLI,VIVI OorpaHn4yeHHOro gocrtyna,

OTCYTCTBME MOparnbHOM U MaTepranbHON CTUMYNSALUK 3a cobrntogeHne npasun 1 TpeboBaHui
NHOPMaLMOHHON 6e30NacHOCTU;

HegocTaTovHasi TEXHMYECKas OCHALLEeHHOCTb NoApasaernieHnin MHpopmaLumMoHHOM 6e30nacHoOCTY;



COBMeLLeHMe JOMKHOCTHBLIX 06s13aHHOCTEN Mo pa3paboTke 1 CONPOBOXAEHUIO UMK
COMPOBOXAEHWUIO M KOHTPOIIO 33 MHPOPMaLMOHHBIMU CUCTEMAaMMK;

Hanunyne npmsunermpoBaHHbIX 6eCKOHTpOﬂbeIX nonb3oBaTesnen B VIHd)OpMaLI,VIOHHOﬁ cucreme;

npeHebpexeHne npasunamm n TpeboBaHMAMU MHHOPMaLMOHHON Be30NacHOCTU COTPYAHMKaMMU
Oenaptamenta n YO,

apyrve npuyuHebl.
5.2. PaccnegoBaHue HUMAEHTOB B 061acTtv MHGopMaLMoHHON 6e30nacHOCTH

PaccnegoBaHne MHUMAEHTOB B 06n1acTn MHpopMaLnoHHOM 6e30nacHOCTM AOMKHO BKMOYaTb B
cebs:

dhopmMmnpoBaHme KOMUCCUM MO paccriefoBaHNio NHUMAeHTa B 06nacTn MHpopmMaumoHHOM
©esonacHoCTy;

onpepeneHne rpaHny MHUMAaeHTa - VIH(bOpMaLI,VIOHHbIX pecypcoB, TEXHNYECKNX CPEencCcTB U
nepcoHana, 3aTpoHyTbIX MTHUNOEHTOM;

onpepeneHne npuinH nHUMOeHTa, d)aKTOpOB, BITNAKOLWNMX HAa BO3HUKHOBEHNE NHUNOEHTA;
onpepeneHne y4aCtHMKoB MHUMOEHTA;

onpepeneHne nocneacTBuMi NHUNAEHTA;

COCTaBJ1EHME 3aKrn4veHna no pe3dyrnbTaTtaM paccriegoBaHns;

Bblpa6OTKy peKomer.au,MPl no npenorepalleHnio BO3HMKHOBEHUA nogo0HbIX NHUMAOEHTOB B

Byayuiem.
5.3. Pabota ¢ nepcoHanom no npegynpexgeHuto HUMOEHTOB

Kak npaBuno, cambimM cnabbim 3BeHOM B Nto6oi cucteme 6€30nacHOCTU ABNAETCS YeroBeK.
Hanuune coBpeMeHHbIX AOCTYMNHbIX CNOCO6G0B BO3AENCTBUA HA NEPCOHAr, TakMX Kak couuarnbHas
NHXeHepUs, PULLINHT, NOAMEHA 3NEKTPOHHbIX UAEHTUDUKATOPOB, HOMEPOB TeNegoHOB U T.4.,
Aenaet nonb3oBaTtenst MHPOPMAaLMOHHOM CUCTEMbI YacTbiM 06 bEKTOM BHUMAHUS
310yMblLLneHHnKa. MoaTomy HanpaBneHne paboTbl C NEPCOHANOM SABMSIETCS OCHOBHbIM
HanpaBneHnemM paboTbl NoapasaeneHnii UHPOpPMaLMOHHOM 6e30NacHOCTY.

B paboTe c nepcoHanom OCHOBHOM yNop OOMMKeH AenaTbCa He Ha HakasaHue COTpyaHuKa 3a
HapyLeHus B obnactu nHopmalmMoHHon 6e30nacHOCTKM, a Ha NOOLLpeHNe 3a Haanexawme
BbIMOMHeHne TpeboBaHni NHpopMaLMOHHOM 6e30NacHOCTU, NPOSIBIIEHNE NUYHON MHULMATUBBI B
YKpenneHun cuctembl MHOpMaLMOHHON 6e3onacHOCTH.

MepcoHan OenaptameHnta n YO sBRAsieTCA Takke BaXHbIM MCTOYHUKOM cBeAeHMI 06 HUMAEeHTax



MHopmMaLmoHHon 6e3onacHocTu. [1oaToMy HeO6X0AMMO AOHECTU A0 COTPYAHUKOB MHGOpPMaLMIO
0 TOM, YTO OnepaTMBHO NpeaoCTaBIEHHbIE CBeAEeHMS 00 MHUMAEHTE MHpOpPMaLNOHHON
6e3onacHOCTH SIBNSAOTCS NOBOLOM AN CMArYeHUst MMbo OTMEHbI Haka3aHUs 3a HapyLUeHne
TpeboBaHM MHPOPMALIMOHHON 6GEe30MacHOCTMU.

6. OpraHnsaunmoHHass oCHoBa cucTeMbl obecneyeHus
NHopmMaLMoHHON 6e30nacHOCTHU

OpraHusaumoHHasi oCHoBa cucTeMbl obecnevyeHns MHopmaunoHHo 6e30nacHOCTM A0MKHa
pewarb crnegyloLime OCHOBHblE 3afa4u:

dopmMmnpoBaHMe 1 COBEPLUEHCTBOBaHNE AOKYMEHTalbHbIX U TEXHUYECKMX 3NTEMEHTOB CUCTEMbI
obecneveHnsa nHdopmaumoHHon 6e3onacHocTy;

obecreyeHne COOTBETCTBUSA OpraHn3aLmn 3almnTbl NepCoHarnbHbIX AaHHbIX YCTAHOBEHHbIM
TpeboBaHusM;

peanusaunst e0UHOM TEXHUYECKOW MNONUTUKM MHpopMaumnoHHon 6e3zonacHocTy B cdepe
obpasoBaHus KpacHogapcKoro kpas;

MOHUTOPUHI BHYTPEHHWUX U BHELLUHUX YCNOBUIA (DYHKLMOHMPOBAHUSA OOBbEKTOB 3aLLMThbl, aHanm3
3P (heKTUBHOCTM yNpaBneHus 3awmnTon MHOpMaLumM U NOATOTOBKA PELLEHUIA MO KOPPEKTUPOBKE
cocTaBa 1 coepXaHusi CTPYKTYPHbIX 3NIEMEHTOB CUCTEMbI 06ecneyeHnst MHPOPMaLMOHHOM

©e3onacHoCTH.

OCHOBHbIMU y4aCTHMKaM1 OPraHM3aLMoHHON OCHOBbLI CUCTEMBI 0becrnedeHns MHPOPMALMOHHOW
6esonacHocTu cdepbl 0bpaszoBaHua KpacHogapckoro Kpasi ABNATCA:

pykoBoautens [lenaptameHTa ob6pa3oBaHUs U HayKu;

3aMecCTuTeslb PyKOBOOUTENA, KypVIpleLLl,VIVI BOMPOCHI 3alinTbl NepCoHalrbHbIX OaHHbIX,
KOHTPOJ1bHbIX NU3MEPUTEJIbHbIX MaTepunarios 1 NHOMN VIHd)OpMaLI,VIVI OrpaHM4YeHHOro gocTtyna,

CTPYKTYpHOe noapasgenenve lenaptameHTa, OTBETCTBEHHOE 3a opraHu3auuio paboT no sawmrte
nepcoHanbHbIX AaHHbIX B YO KpacHogapckoro kpas;

pykosoautenu YO;
OTBETCTBEHHbIE 3a OpraHmn3aumno 06paboTkn NnepcoHanbHbIX AaHHbIX B YO.

OTBeTCTBEHHOCTbL 3a obecneveHrne MHPOPMaLMOHHON 6e30NacHOCTU NePCOHanNbHbIX AaHHbIX U
WHOW nHGOpMaLmMu orpaHndeHHoro goctyna B YO Bo3naraetcs Ha pykosoautenen YO.



7. JokyMmeHTanbHasa ocHoBa cucteMbl obecneyeHmnsa HPOPMaLMOHHON
6e30nacHOCTM NepcoHarbHbIX AaHHbIX

[ns obecneveHna oeaTenbHOCT NO 3alnTe nepcoHalribHbIX OaHHbIX B YO MoryT
pa3pa6aTblBaTbCﬂ cneagywumne BHyTpeHHUe JOKYMEHTDI:

OOKYMEHT, onpeﬂenmou.mﬁl NOJINTUKY YO B OTHOLLIEHUN 06p360TKV| nepcoHalribHbIX AaHHbIX N
COD.GP)KGLLI,VIPI cBeieHnd O pealrindyemMblX TpeGOBaHVIﬂX K 3awmnTe nepCcoHalribHbIX AaHHbIX;

yBegomrieHne ynosiHoMO4eHHOro opraHa no 3awunTte rnpas Cy6'beKTOB nepcoHalribHbIX AaHHbIX UITA
cnpasKa O NpuynHax HeyBeOdOMJ1EeHUA,;

OOKYMEHTbI, MOATBepaaloLLme 3akOHHOCTbL 06paboTkM NepcoHarbHbIX JaHHbIX (4oroBopa ¢
cybbekTamu, NMCbMEHHbIe cornacus Ha obpaboTKy NepCcoHanbHbIX 4aHHbIX, HOPMaTUBHbIE aKThbl
Poccuiickon ®eanepaummn), ycTaHasnmBeatwLLme Lienu, yCrnoBusl, KaTeropmum 1 cpokn obpaboTku
nepcoHanbHbIX aHHbIX;

npunkas o0 HadHa4yeHn OTBETCTBEHHOIO 3a opraHn3auunto O6pa6OTKVI nepcoHalibHbIX AaHHbIX B YO;

nepeyvyeHb COTPyAHUKOB, MMEKLWKNX NMpaBo AOCTYyMNa K VIH(*)OpMaLI,VIOHHbIM cuncrtemam nepcoHalibHbIX
OaHHbIX N KapTOTEeKaMm;

npukas o Ha3Ha4YeHNn OTBETCTBEHHbIX 3a TEXHMYECKoe 0bCnyXnBaHMe CPEeACTB BblYMCIIUTENBHOM
TexHukn ACTOH;

OOKYMEHT, yCTaHaBnuBarLLmMi npoLeaypbl, HanpasneHHble Ha NpeaoTBpaLleHne N BbiBreHe
HapyLlleHun 3akoHoaaTenbcTBa Poccuickon ®enepauunn, ycrpaHeHne NnocrneacTBui Takux
HapyLueHunn,

OOKYMEHTbI MO MPUMEHEHUIO MPaBOBbIX, OPraHN3aLMOHHbIX 1 TEXHUYECKMX Mep No obecneyvyeHunto
©e30nacHOCTM NepPCoHarbHbIX AaHHbIX B COOTBETCTBUKN cO cTaTben 19 152-d3 "O nepcoHanbHbIX
JaHHbIX";

OOKYMEHTbI MO KOHTPOI0 3a NpMHMMaeMbiMn Mepamu No obecneveHnto 6es3onacHoCcTm
nepcoHarnbHbIX AaHHbIX N OLEHKe YpoBHS 3awmueHHocTn NCIOH;

OOKYMEHTbI NO OLeHKe Bpeaa, KOTOPbI MOXeT BbITb NpUYMHEH cybbekTamM nepcoHanbHbIX AaHHbIX
B cnyyae HapyLweHus TpeboBaHui 152-®3 "O nepcoHarnbHbIX JaHHbIX", COOTHOLLEHNE YKa3aHHOro
Bpeda 1 NpMHUMaeMblX OorepaTopom Mep, HanpasrneHHbIX Ha obecrneyeHne BbiNONHEeHNs
00s3aHHOCTeN MO 3aWuTe NepcoHanbHbIX AaHHbIX;

OOKYMEHTbI MO O3HaKOMJ'IeHVIIO/O6y‘-IeHVIIO COTPYAOHUKOB C MOJNTOXEHNAMM 3aKOoHOOATENIbCTBA
Poccunckon d>e,qepau,vm B obnactu nepcoHalribHbIX AaHHbIX, B TOM 4YKUCIe TpeGOBaHVIS:IMI/I K
3auunTe nepcoHarnbHbIX OaHHbIX, OOKYMEHTaMu, onpegendrowmnmMmm norfinTuky onepatopa B
OTHOLLUEHUN 06p360TKVI nepcoHalribHbIX AaHHbIX, JTOKalilbHbIMU aKTaMK Mo BOMNMpocam 06p860TKV|



nepcoHalibHbIX OaHHbIX;

OOKYMEHTbI, yTBEepXXaawnlne Mmecta XpaHeHNUA MmaTtepunaribHbIX HocuTenen nepcoHalibHbIX OaHHbIX
N OTBETCTBEHHbIX JTNLL;

OOKYMEHT, onpeaensoLlwmin yrposbl 6e3onacHOCT NepcoHanbHbIX JaHHbIX Npy nx obpaboTke B
NCIOH;

OOKYMEHTbI, noaTBepxaawLine YHUYTOXeHne, obesnuunBaHne unm 6ﬂOKVIpOBaHV|e nepcoHalibHbIX
OaHHbIX, Lenun O6pa6OTKVI KOTOPbIX OOCTUTHYTbI;

06s13aTenbCcTBO O HepazsriaweHnn nepCoHalribHbIX OaHHbIX.

8. TexHn4yeckas ocHoBa cucTemMbl obecnevyeHns MHPOPMaLUUOHHOM
6e30nacHOCTM NepcoHarbHbIX AaHHbIX

TexHnyeckas 3awmTta VCIMOH ocyliecTBnaeTcs Ha ocHoBe TpeboBaHMI pyKOBOOSLLMNX
AokymeHToB PCTIK n ®CB, ¢ y4eTOoM Mogenu yrpos.

CocTtaB 3awmTHbIX noacuctem NCIOH moxeT BKNtoYaTh B ceds:
noacmucTemMy ynpasfeHnsa gOCTYNoM;

noacmucTeMy perucTpaumm u ydeTa;

nogcmcteMy obecneveHns LenocTHOCTY;

nogcmucTeEMYy aHTUBUPYCHOWM 3aLUNTbI;

nogcmcTteMy obHapy>XeHus aTak;

noacMcTeMy 3alnTbl OT yTEYEK 3aLmaemMon nHdopmMmaunu;
nogcmcTeMy aHanmsa 3aluLLeHHOCTH;

noacmMcTeMy pesepBMpOBaHMS M BOCCTaHOBITEHNSA MHOPMaLUN;
noacMCTEMY rapaHTMPOBAHHOIO 3ITIEKTPONUTAHNS;

noacmucTeMy ynpasreHus cpeacTBaMm 3alimTbl MHGOpMaLnu;
NnoaCcMCTEMY MEXCETEBOIO 3KpaHNPOBaHUS;

noacucrtemy KpVII'ITOFpG(bVI‘-IGCKOVI 3allnTbl KaHalioB CBA3U;



noacuctemMy WMpoBaHns HocuTenen nHdopMaLmm;

nogcmcTemMy Koppensumm cobbiTuii MHOPMaLMOHHON 6Ge30MacHOCTH;

noacucrtemy obecneveHuns MHH(eHepHO-TeXHquCKOVI 3allnTbI;

noacucrtemy obecneveHns 3awnTbl VIHCbOpMaLI,VIVI OT YTEYKMN NO TEXHNYECKNM KaHallaM.

B 3aBucmmocTtu ot aKTyallbHOCTU yrpo3 VIH(*)OPMGLI,VIOHHOPI ©e3onacHOCTM cocTaB 3alUMTHbBIX
noacmMcTeEM MOXET ObITb N3MEHEH.

WCI1OH [omkHbI NpOXoauTb OLeHKY 3dhPEKTUBHOCTU NPUHMMAaEMbIX Mep No obecnevyeHunto
BGe3onacHOCTU NepcoHanbHbIX AaHHbIX 40 BBOAA B aKcnnyatauuio. [NpuHATbIe B SKChnyaTauuio
WCI1OH [omKHbI NPOXOAUTb KOHTPOIb 3(EKTUBHOCTY 3alUMTbl MHopMaLun He pexe 1 pasa B
rog. O6LenpuHATON NPaKTUKON CTaHOBUTCS Nepuoanyeckoe NpoBeaeHne TeCTMPOBaHUs Ha
NPOHMKHOBEHME C Lienblo BbISBEHMS Opellen B cucteme obecneveHmst HpopmMaLnoHHOM
6esonacHocTn YO.

K npoBegeHmto paboT N0 NPOEKTMPOBAHMIO N BHEOPEHUIO CPEACTB 3allunTbl MHOPMaLMN OOMKHbI
npusnekaTbcsa opraHndaumm, umeroime nuueHsmm PCTIK n dCh Ha okasaHme ycnyr B obnactum
3alnTbl KOHUAEHLMANbLHON MHAOPMaLMK.

CpepncTBa 3almThl MHopMaumn (B TOM YMcre cpeacTsa LWMdpoBaHMS) AOMKHbI MPOMTU B
yCTaHOBMEHHOM nopsiake nNpoueaypy OLEeHKU COOTBETCTBUS, KOTOPOW siBRsieTcs 4oOpoBonbHas
cepTudumkaums B pegepansHOM opraHe UCMOMHUTENBHOW BNacTu, YNorIHOMOYEeHHOM B obnacTtu
NPOTMBOAENCTBUA TEXHNYECKUM pa3BefKkam 1 TexHuyeckon 3awmntbl nHpopmaumm (PCTIK) un
(vnn) B hepepansHOM opraHe UCMONHUTENbHOW BNacTu, YNosIHOMOYEeHHOM B obnacTu
obecneyeHns 6esonacHocTn (PCBH).
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